
WE DO NOT CONTROL OUR ONLINE EXPERIENCES.  EVERY CLICK OR TAP OR SOUND WE MAKE, WORD WE TYPE, PHRASE WE HIGHLIGHT OR PAGE ON WHICH WE LINGER, STORY WE "LIKE", OR 
MOVEMENT WE MAKE WITH OUR MOUSE -- INDEED, MERELY BOOTING UP A COMPUTER WITHOUT EVEN LOGGING IN -- ARE MINED FOR DATA.  THIS DATA IS HARVESTED, PACKAGED AND SOLD BY AND 
TO COMPANIES AND/OR AGENCIES WITH PURPOSES UNKNOWN TO US:   MARKETING, INFORMATION DELIVERY, CONTENT PERSONALIZATION, AND SURVEILLANCE.     

OUR UNIQUE ONLINE BEHAVIOR BUILDS AROUND US A PERSONALIZED SPACE -- A VIRTUAL DIGITAL BUBBLE -- IN WHICH WE ARE OFFERED MORE OF WHAT WE LIKE IN THE STYLE WE PREFER -- AND 
SPARED CONTENT WE HAVE NOT SOUGHT OR LIKED IN THE PAST.  WE ARE TRAPPED BY OUR OWN PROFILES INSIDE THESE BUBBLES.

SOME PEOPLE LIKE THE CUSTOMIZATION OF ONLINE EXPERIENCE AND ARE WILLING TO PAY WITH THEIR PERSONAL DATA.  OTHERS WANT PRIVACY AND CONTOL AND ARE WILLING TO DO EXTRA 
WORK TO PROTECT IT.  WE CAN CHOOSE TO OPT OUT OF AT LEAST SOME OF THIS FILTERING; WE CAN NO LONGER OPT OUT OF IT ALL.  WE MAY NOT BE ABLE TO AVOID SURVEILLANCE, ESPECIALLY 
WHEN WIRELESS/MOBILE DEVICES ARE USED.  THIS MAP OFFERS BACKGROUND ARTICLES AND PRESENTATIONS AND ALSO OFFERS TOOLS TO HELP PREPARE US TO MAKE MORE INFORMED CHOICES.
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WHO ARE YOU?

You are (profiled by):

What you search
What you click/tap/touch, highlight
What you "like", who you "friend" 

What you share
Credit ratings of Facebook Friends

The ad style that makes you buy
The stories you read first

Where you live
Your software and browser

Your biometrics
...more...

OUR PAST CLICKS/TOUCHSTREAM DETERMINES OUR FUTURE

WE ARE WHAT WE CLICK, WHAT WE SHARE, AND WHAT INVISIBLE PROFILERS DECIDE WE ARE

WE CREATE UNIQUE SEPARATE BUBBLES

WE ARE LED TO THINK INSIDE OUR OWN BOX
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DELETE COOKIES
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CHANGE ONLINE HABITS
MAKE USE OF AIR GAPS
MINIMIZE WIRELESS USE

SHIELD WIRELESS DEVICES
OPT-OUT OF PERSONALIZATION

COMPANIES COMPETE FOR OUR ATTENTION, USING WHAT WE ALREADY LIKE

INFORMATION POWER IS BEING REDISTRIBUTED

"… personalization is… a threat to 
democracy, such that we lose contact with 
news that indirectly affects all of us, but is 
outside of our personal interest… the data 
cookies that companies place on our 
computers… could limit the important 
worldwide issues we are exposed to…" 
Eli Pariser

We daily face an information 
overload.  We have to decide 
every moment what to notice 
and what to ignore.  Do we want 
someone else to decide for us?

"The cloud never forgets, and imperfect pictures of 
you composed from your data profile are carefully 
filled in over time... We're like bugs in amber, 
completely trapped in the web of our own data."  
Roger Kay, Endpoint
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